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Filipinos are using their phones to buy 
things online.

The Anubis malware continues to 
be one of the most common mobile 
bankers, according to Kaspersky’s 
latest mobile statistics for the 
second. During the period, one of 
10 unique Kaspersky users globally 
who encountered a banking threat 
encountered the Anubis mobile 
banking Trojan.

Initial infections are done through 
legitimate-looking and high-ranking but 
malicious apps on Google Play, smishing 
(phishing messages sent through SMS) 
and Bian malware, another mobile 
banking Trojan, Kaspersky said in a 
separate statement.

Once in, the malware can do a 
complete device takeover — stealing 
personal information and identity, 
accessing private messages and login 
credentials, recording sound, requesting 
GPS, disabling play protect and locking 
the screen.

Another prolific threat actor target-
ing mobile banking users, globally and 
in the region, is Roaming Mantis. The 
group carries out malicious campaigns 
that target Android devices and 
spreads mobile malware initially via 
DNS hijacking and currently through 
smishing. 

While the cybercriminal group is 
known for targeting Android devices, 
Roaming Mantis’ recent campaign has 
shown interest in iOS users, Mr. Ishimaru 
said.

Smishing messages targeting iOS 
users contain a short description and a 
URL to a landing page. If a user clicks 
on the link and opens the page, he is 
redirected to a phishing page imitating 
the official Apple website.

If a victim inputs his credentials 
to the site, it will then proceed to the 
two-factor authentication phishing 
website. This allows the attacker to 
know the user’s device, credentials, and 
authentication codes.

“With more than half (63%) of digital 
payments in APAC doing their financial 
transactions online through mobile de-
vices, awareness is no longer enough,” 
the researcher said. “Protecting our 
smartphones is a step that everyone 
should be doing by now.”

Anubis and Roaming Mantis are pres-
ent in the Philippines, though it has not 
been affected as much as its peers in the 
region, Mr. Ishimaru told BusinessWorld.

Kaspersky detected 7.2 billion mali-
cious objects in the 12 months to July, 1.5 
billion of which were in the Asia-Pacific 
region, Vitaly Kamluk, director of Global 

Research and Analysis Team, said at the 
same briefing.

Most countries in the region expe-
rienced a slowdown. In the Philippines, 
malicious objects fell to 76 million from 
113 million, Mr. Kamluk said, attributing 
the fall to the tendency of cyber-
criminals to use targeted attacks, which 
take more time to execute, more than 
opportunistic attacks.

Meanwhile, the world received 267 
million spam e-mails daily last year, or 
84% of all e-mails, Noushin Shabab, 
another senior security researcher at 
Kaspersky, told journalists.

The cybersecurity company detected 
a monthly average of 10 million spam 
e-mails from January to July, 24% of 
which were in the Asia-Pacific region, 
she said.

Vietnam accounted for 17.9% of the 
region’s more than 17 million malicious 
e-mails from January to July at 3.09 
million, Malaysia had 2.36 million or 
13.6%, Japan had 1.86 million (10.8%), 
Indonesia had 1.8 million (10.4%) and 
Taiwan had 1.45 million (8.4%), Ms. 
Shabab said.

The Philippines accounted for only 
2% of the region’s total or a little over 
300,000 spam e-mails during the pe-
riod. Almost all cybercriminals targeting 
the region used spearphishing — a type 
of attack that involves getting sensitive 
information or access to a computer sys-
tem  by sending counterfeit messages.

“A lower number or percent doesn’t 
mean that country is safe,” she told 
BusinessWorld. “The numbers are quite 
high — 2% of millions of attacks are still 
a lot.”

Ms. Shabab also cited the need to 
convince small businesses to allot a bud-
get for cybersecurity because it would 
pay off in the long term. “Organizations 
should be given the understanding that 
investing in cyber-security is very impor-
tant. You don’t need to spend all of your 
budget but you need to have a plan.”

She noted that a cyberattack doesn’t 
just lead to lost data. “It’s more than 
that. There’s also the reputation and 
the trust. It will take many years and 
lot more steps and investments to gain 
back that reputation that you lost.”

Meanwhile, Kaspersky does not see 
the need to merge with any companies 
to boost its presence, Chris Connell, 
vice-president for Global Sales Network 
and managing director for the Asia-
Pacific region, told reporters.

“Our technology is the best in the 
world,” he said. “We’re always looking 
for opportunities but we don’t believe we 
need to look at merging with anybody.”

Meanwhile, gross outflows de-
clined by 15.4% to $7.19 billion in 
July from $8.5 billion a year ago.  

For the first seven months, 
foreign investments yielded a net 
inflow of $625 million, a turn-
around from the $446-million 
net outflows in the same period 
last year.  

Asian Institute of Manage-
ment economist John Paolo R. 
Rivera said in a Viber message 
that outflows were expected as 
the Philippine central bank raised 
interest rates.   

“The cost of borrowing for invest-
ment is rising. If the interest rate 
in the Philippines would be higher 
relative to other countries, invest-
ments might go to economies with 
relatively lower cost of borrowing for 
investments,” Mr. Rivera said.  

“However,  because many 
countries are following suit 

in increasing policy rate, it is 
now a matter of who has better 
investment climate and clearer 
economic plans to manage persis-
tent downside risks like currency 
depreciation and inflation,” he 
added.   

With its recent 50-bp hike last 
week, the central bank has raised 
rates by a total of 175 bps so far 
this year.

Meanwhile, concerns on Chi-
na’s growth prospects and brew-
ing tension in Taiwan may have 
also weighed on investor senti-
ment, Mr. Mapa said.  

The BSP expects hot money to 
yield a net inflow of $4.5 billion 
in 2022.

The BSP said registration of 
inward foreign investments del-
egated to AABs by the BSP is “op-
tional under the rules on foreign 
exchange transactions.” — KBT

THE Bureau of Customs (BoC) 
on Thursday said it exceeded 
its August collection target by 
2.8% even before the month’s 
end.

Customs Commissioner 
Yogi Filemon L. Ruiz said rev-
enues have reached P60.524 
billion, surpassing the P58.849-
billion target for August by 
P1.675 billion. 

This comes after a record 
single-month collection of 
P84.43 billion in July, which 
was attributed to increased 
imports and improved valu-
ations due to higher global 
prices of oil and other com-
modities.

“The BoC has been sur-
passing its monthly collec-
tion targets since January, 
and is poised to sustain its 
consistently good perfor-
mance record through the 
implementation of its en-
hanced reform programs,” 
the BoC said in a press state-
ment.

In the year-to-date period 
ending Aug. 23, the BoC has 
collected P541.664 billion in 
revenues.

It is tasked to collect P733 
billion this year, 8% higher 
than the initial goal of P679.23 
billion. — Diego Gabriel C. 
Robles 
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